


Agenda



Why a ewe akngabou hs?



Wha sabone?



Commande sandcon o e s



Bo s



Today s hemes



Rogue RC se ve s



S gns of ogue



Wha swongw h hspcue?

Wel cone to 1 rc.whitehouse. gov

Your host 1s h4xO0r.Ownz.| 00

There are 9556 users and 9542
l nvisible on 1 server

5 :channel s forned

1 :operators online

Channel Users Topi C

#hel p 1

#ol dbOts 5 . downl oad

http://wlr 3z. exanpl e. org/ r 00t . exe
End of /LIST



Shades of ogue

A M AA AA



Bo pa kng n he ed one



The o e of DNS



F nd ng DNS



Suspcous DNSac v y

A
MX

[ A(www mx\ d+| ns\d+) [\ wH\ LV wa L\ v



DNSadmnm ga on



Name based s nhk hoesw h BND

zone "rogue. exanpl e. net" {
type naster;
file "/etc/db. badnane"”;

$TTL 30D

@ I N SOA nsl. exanmpl e.net. root (
2004101700 3H 15M 1W 1D )
I N NS nsl. exanpl e. net.
IN A 192.0.2.1



Synch on a onp obem



Wan ed? DNS sof wa e hacks



Ne wo km ga on echn ques

M



Ne wo km ga on echn ques 2

AQ



You need hese nyou o0k

show i p cache fl ow



Mnngfowsfo bos



Wan ed? Ne wo k hacks



Samp e W ndows XP bo ca che

| pseccnd -w REG -p botcatcher -r
TCP445 -f 0:=*:445. TCP -n BLOCK

| pseccnd -w REG -p botcatcher -r
TCP135 -f 0:=*:135: TCP -n BLOCK

| pseccnd -w REG -p botcatcher -r
v -f O0:=*::1CWP -n BLOCK

| pseccnd -w REG -p botcatcher -r
HTTP -f *=0:80:TCP -n BLOCK

| pseccnd -w REG -p botcatcher -x




Th ngs ha don he p much

whoi s -h whoi s.cynru. com hel p



Pons ha ddn f e sewhe e



Ha den ng bo ne s



Peopeweneed o ak o

AV



Refe ences



O he nfo ma ona esou ces
O A 0G



h C 0S ng



