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BGP Instabilitytrouble

control plane| CPU cycles
update ppcessing uses majority
of cycles on some carrouters

data plane degraded path quality
BGP causes majority of
paclet loss bursts

Stable Route Selection:
simple technique to
signibcanglimprove stability



What about
Route Fla Damping?

¥ Introduces pathologies
¥ Impacts wailability

O...thegplication of Bp damping in ISP
networks is NOT recommende@®

--RIPE RoWorking Goup May 200¢

¥ Only helps ér very unstable outes



Stable Route Selectio

Given a choice beteen outes,
select outes that ae less likly to falil.

RFD philosoph | shut offbad outes

SRS philosoph alWwayspick a oute If
possiblebut prefer
more stable outes




Challenges

¥ Inferring stabilityof paths|ocally

¥Depengencedoes one ISBOenebt equire
othersO pd#cipation?

¥ Flexibility equired



Outline

¥ Design

¥ Evaluation
Improvement in stability
Dependence
Flexibility

¥ Conclusion



Design

7

BGP decision jmcess

1.Highest local psf

_ noth€e—— SRS heuristic
3.Lowest origin type 2.Current route
4.Lowest MED 3.Shottest path length

5.eBGP- oer IBGP-learned .
6.Lowest IGP cost 4.Longest uptime

/.Lowest router ID



SimpliPed @cesses

¥ Sinulator has one outer perAS,at most
one link betveenAS®

¥ sa..

Standad BGP SRS
1.Highest local psf 1.Highest local pef
2.Shottest path length 2.Current route
3.Lowest router 1D 3.Shottest path length

4.Longest uptime
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Evaluation methodolgc

¥ Ewent-based BGP simator
Topology InternetAS-level
Local pefs cust./pov./peer

AS-adjacencinferred from
fallures RouteViavs

¥I\/Ieasuringnterruptions:route changes/
withdrawals



The bottom line

Mean interuptionsper  Avallability loss
month per sc-dst pair relative to Std BGP

RED & SRS 49

SRS 0%




Dependence beteen ISP
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Factor improvement using SRS

Dependence beteen ISPS

Tier 1s benebt maos
34 - . than other ISPs when

Ao Tier 16 - - <
5 | Ouest unilateraly running SR
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Route [3exibility

Flexibility also
needed ér load balancing

businesselationships

path length

What Is the tradeoff with
these other objectigs?



How much Rexibility?

Flexibility
for SRS

Business L

Realistic trafp
eng.etc.

Std BGP
Interruptions per month per st/dst pair

Flexibility br
other objecties



Tradeoffspath length
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Summay

¥ Stable Route Selectioase Rexibility in path
selection to optimizedr stability

¥ Signibcantimore stable
¥ No impact on &ailability
¥ \ery low stretch

¥ Ongping work: implementation & depiment



Questions br operators

€ How useful is stability?

e What are the bariers?
(nondeterminismirafbc engineering...)

How much 3exibility vauld
be available to SRS?

\ery interested in €éedback and collaborations
pbg@cs.ber&ley.edu
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Backup slides



AS adjacency mean
session time distributic
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Attribution of
Improvement

Instability = Interuptions per eent x # events

speed comergence avoid fallues

~8% better Majority of the
Improvement



SRS v damping
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SRS v damping

SRS isnore conseratiwe

SRS isnore aggessie

alays pick a oute
If one Is adertised

use ay Rexibility
avallabledr stabllity



SRS with less 3exibilr

Interruptions per month
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Mean number of route options

But how much 3exibility in practice?



SRS covergence

¥Convergence depends on decisionopess
SRS Heuristic

¥ If heuristic ispassie

3.Lowest path length
4.Longest uptime

¥ Any stable statdfor Std BGP is still stable

¥ Gao-Rexdrd constraints still sufpcient tc
guarantee covergence to stable state

¥(Sirrulationsslightl;faster colvergence)



SRS can camrge whee
standad BGP doeshC
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