
Rcat ::
Root Cause Analysis Tool
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AS20858 is double circled 
meaning we are considering 
the set of prefixes originated 

by AS20858
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router in the AS6730 
establishing an eBGP

session with the 
routeviews trace collector 

at LINX
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XWhat if this "link" fails?
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Search period

time zone 
value

logical query:

•events caused by ASx: orix
•events which have impacted a path used by ASx: asx

•events which have impacted prefixes originated by ASx: treex

•events which have impacted prefix pref: p=pref
•events  which have impacted prefixes more specific than pref: p<pref

•events  which have impacted prefixes less specific than pref: p>pref

•OR ANY LOGICAL COMBINATION OF THEM ... USING & (and) , | 
(or) and as many parentheses levels as desired ...

choice of the 
collector

various 
options 

about size or 
multiplicity of 

the event 
you search
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For each 
event 

satisfying the 
options set, 

Rcat displays 
a thumbnail, 

basic 
information 

and the list of 
occurrences 
of this events 

during the 
search period  

When 
clicking on 

the 
occurrence 

date you are 
interested 
in, Rcat

displays the 
detail for 

this 
occurrence  
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event picture: 
graph of all 
the primary 
paths that 
have been 

impacted by 
the event 

information 
about the 

size and the 
multiplicity 

of the event 
(number of 
times the 
event has 

occurred in 
the month)

inferred 
originators of 

the event

list of all the 
origin AS trees 
impacted by the 

event
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For each impacted origin AS, Rcat
displays the primary paths each 

router was using to join the different 
impacted prefixes

When 
clicking on a 
prefix, Rcat
displays the 

path 
exploration 
the routers 

have 
undergone 
during the 

event
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Rcat also points 
out at what time 
these paths have 

become 
unavailable
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can see the paths it has explored during the event 
and the unreachability periods it has undergone
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( ori15475 | ( tree15475 & ( ori15412 | ori24835 | ori8452 ))) 
|  

( ori5536 | ( tree5536 & ( ori24835 | ori8452 )))
|

( ori20858 | ( tree20858 & ( ori5536 | ori5511 | ori8452 )))
|

( ori8452 | ( tree8452 & ( ori15412 | ori8697 | ori6762 | ori701 )))
|

( ori24863 | ( tree24863 & ( ori15412 | ori701 )))
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Rcat has found 
6 events 

satisfying the 
previous 

logical query

The search period 
is set to:

2008-01-30 04:30:00
2008-01-30 16:00:00

We only want events which 
have impacted many 

announced paths
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Date of the 
occurence
is near the 
first peak

Date of the 
occurence
is near the 
first peak

Date of the 
occurence
is near the 

second 
peak
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Date of the 
occurence
is near the 
fourth peak

Date of the 
occurence
is near the 
third peak

Date of the 
occurence
is near the 
third peak
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Unreachability period for prefixes originated by:
AS20858 - EGYNET (174 prefixes impacted) 
AS5536 - Internet-Egypt (52 prefixes impacted)

AS21152 - SOFICOM (32 prefixes impacted)
AS31619 - CITYSTARS (3 prefixes impacted)
AS25576 - AFMIC (1 prefix impacted)

Small unreachability 
period for prefixes 

originated by AS5536 -
Internet-Egypt

Prefixes originated by 
AS5536 - Internet-Egypt

find a path back
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Unreachability caused by event RV_LINX_2008_01_1864 3

Dates

Small unreachability 
period for prefixes 

originated by AS5536 -
Internet-Egypt
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Long term unreachability period for prefixes originated by:

AS8452 - TEDATA (37 prefixes impacted)

AS15706 - Sudatel (29 prefixes impacted) 
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Unreachability caused by event RV_LINX_2008_01_1868 5
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Small unreachability period for prefixes originated by:

AS8452 - TEDATA (118 prefixes impacted)
AS15475 - Nile Online Giza (61 prefixes impacted)

AS20484 - YallaOnline (49 prefixes impacted)

AS6879  - EUnet Egypt (15 prefixes impacted)
AS20928 - Noor Advanced Technologies ASN Cairo (13 prefixes impacted)

Another unreachability period for some 
prefixes originated by AS15475 - NOL

C�������	� "��	����	����������������
<�
�	���"��
���7�����
��	����
������40��	���
�7���
	�������
��	����
�	���"��
���7=0�!��
�	��"
	!�������

�����"������
�	��	�������
��
���	�"�������7��	�	������	�������%

#	������"��$%�&	��	
����"���

	��	��#	�����
�	�#	������"��$%�&	��	
����"���

	��	��#	�����
�	�#	������"��$%�&	��	
����"���

	��	��#	�����
�	�#	������"��$%�&	��	
����"���

	��	��#	�����
�	�

Dates

N
um

be
r 

of
 u

nr
ea

ch
ab

le
 p

re
fix

es



���������	
�� ��
���
����������������� �
�� � ��������� ��
������ !!"

Long term unreachability period for prefixes originated by:

AS15412 - FLAG (28 prefixes impacted)
AS36870 - IT-WORX (1 prefix impacted)

AS24835 - RAYA (33 prefixes impacted)

C�������	� "��	����	����������������
<�
�	���"��
���7�����
��	����
������40��	���
�7���
	�������
��	����
�	���"��
���7=0�!��
�	��"
	!�������

�����"������
�	��	�������
��
���	�"�������7��	�	������	�������%

#	������"��$%�&	��	
����"���

	��	��#	�����
�	�#	������"��$%�&	��	
����"���

	��	��#	�����
�	�#	������"��$%�&	��	
����"���

	��	��#	�����
�	�#	������"��$%�&	��	
����"���

	��	��#	�����
�	�

Dates

N
um

be
r 

of
 u

nr
ea

ch
ab

le
 p

re
fix

es



���������	
�� ��
���
����������������� �
�� � ��������� ��
������ !!"

Long term unreachability period for prefixes originated by:

AS24863 - LINKdotNET ( 344 prefixes impacted - but only a part 
becomes unreachable)
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Unreachability period for prefixes originated by:
AS15475 - Nile Online Giza (61 prefixes impacted)

AS20928 - Noor Advanced Technologies ASN Cairo (13 prefixes impacted)

AS15804 - AS of The Way Out Internet Solutions Cairo (9 prefixes impacted)
AS25364 - EgyptCyberCenter-AS (2 prefixes impacted)

AS31619 - City Stars Egypt (2 prefixes impacted)

...
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SEABONE

Nile Online 
Giza

Internet-
Egypt

TEDATA

EGYNET-AS 

Rcat had pointed
out the link

between TEDATA 
and SEABONE as 
the location of the 

event
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Impact of the event for the Nile Online Giza's prefixes 

For every prefix, Rcat displays all the impacted primary paths and specifies 
when they became unavailable
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Clicking on a prefix we see the path exploration undergone by the routers

Pointing out the unreachability period
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A small event 
at first sight:

just one prefix 
impacted ...

just 4 routers 
loosing their 

primary paths 
...
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Fast reconvergence: the event lasts from 1 to 24 second depending on 
the router observed

Neglectable unreachability: at most 2 seconds

Yes, but ...
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This event has occured
10757 times in february

2008, so on average

an occurrence every 
4 minutes

Consequently, every 4 
minutes, the routers loose 

their primary paths, run 
their decision process, 

elect new path and 
reconverge to their primary 

path few seconds after

A pretty useless stress 
which should not exist
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20% of the total number of 
occurences are caused by 

events occuring once

50% of the total number of 
occurences are caused by 
events occuring more than

30 times

20% of the total number
of occurences are caused
by events occuring more 

than 700 times
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