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attack on 6th Feb 2007

 DDo0S against the root and TLDs
—10:00UTC

« Several reports are published
— how much the attack traffic...
— how ops work together...

 Was there any effect for end-users?
— delay
— any failure on name resolve
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dns cache server in I1J/AS2497

r DoS

root - cache

ache enduser
delay

dns query

enduser

=. 4 root - cache

monitor loss

)/
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response delay of cache server

dnz {cache-enduser} response delay - 86 Feb 2887
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response timelsec]

response delay - all recursive query
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response timelsec]

response delay - .uk query only
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response timelsecl]

«uk fcache-enduser? response delay - @5 Fekh 2087
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response timelsec]

response delay - .org query only
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AforA

e.g.) A? 192.168.0.1.

r D0S

AforA query AforA query
deIayI Idelay | root-servers
! < NXdomain dns cache + NXdomain
enduser loss?

 We can estimate the root-server performance by
checking the delay of AforA queries.
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response Ltimelsec]

AforA query stat

AforA response stat — B& Feb 2807

T T T
AforA response delaylcache-root seruer:?
AforA response delaylicache-enduser?

measure point: ITJ-AS2437 Tokyo root drop ratedicache-root serwver?
(o) mazaiij.ad. jp

18:88

o
+

12:88 14: 88 16: 88 18: 88 EH:BEA

Time(UTCH

Copyright (C) 2007 Internet Initiative Japan Inc.

gquery drop ratelgquery-sec]



response Ltimelsec]

.Uk gquery stat

.uk response stat - 13 Feb 2087
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.0rg query stat
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query to root-servers
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response delay of m.root

hostname.bind. - "M-NRT-JPNAP-3"

during attack 1 week later
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response delay of f.root

hostname.bind. - "kix1b.f.root-servers.org"

during attack 1 week later
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response delay of I.root

hostname.bind. - "s1.tok"

during attack 1 week later
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server selection during attack
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response delay of b.root

hostname.bind. - "b2"

during attack 1 week later
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response delay of g.root

hostname.bind. - "g.root-servers2.net"

during attack 1 week later
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response delay of k.root

hostname.bind. - "k1.linx"

during attack 1 week later
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response delay of l.root...?

hostname.bind. - "lax-25"

during attack 1 week later
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# of queries to root-servers

1229097 total queries

— 1223957 invalid_TLD (99.5%)
e 1110543 AforA (90.3%)
e 113414 other invalid_TLD (9.2%)

— 5140 valid_TLD(0.4%)
« 4787 .arpa (0.3%)
e 353 other valid_TLD(0.02%)

duration 08 Feb 2007 09:00UTC-21:00UTC
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conclusion

 There was a attack, but we can say the
effect to end-user is minimal or ignorable.

— anycast works fine.
— application layer restoration works fine.

— thanks for the long TTL, cache servers need
to send a guery to root-servers sparsely.

 But we found delays on .org response, we
need further researches about this.
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