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B
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the root zone m
anagers are preparing to roll the 

D
N

S
 R

oot Zone K
ey S

igning K
ey 

(and this m
ay break your D

N
S

 service!) 
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– Zone S
igning K

ey 
– U

sed to generate the digital signature R
R

S
IG

 records in the root 
zone 

– The ZS
K

 is rolled regularly every quarter 
– The D

N
S

K
E

Y record for the ZS
K

 is signed by the K
S

K
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S
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• The R
oot Zone K

ey S
igning K

ey signs the D
N

S
K

E
Y R

R
 set 

of the root zone 
– The Zone S

igning K
ey (ZS

K
) signs the individual root zone entries 

• The K
S

K
 P

ublic K
ey is used as the D

N
S

S
E

C
 Validation 

trust anchor 
– It is copied everyw

here as “configuration data” 
– M

ost of the tim
e the K

S
K

 is kept offline in highly secure facilities 
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egundo, C
alifornia * 
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R
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ichaelson 
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• R
oot Zone M

anagem
ent P

artners: 
– Internet C

orporation for A
ssigned N

am
es and N

um
bers (IC

A
N

N
) 

– N
ational Telecom

m
unications and Inform

ation A
dm

inistration, U
S

 
D

epartm
ent of C

om
m

erce (N
TIA

) 
– Verisign 

• E
xternal D

esign Team
 for K

S
K

 R
oll 



A
p
p
r
o
a
c
h
 

• IC
A

N
N

 P
ublic C

onsultation – 2012 

• D
etailed E

ngineering S
tudy - 2013 

• S
S

A
C

 S
tudy (S

A
C

-063) - 2013 

• K
S

K
 R

oll D
esign Team

 - 2015 
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• January – June: 
S

tudy, discuss, m
easure, ponder, discuss som

e m
ore 

• A
ugust 

– P
resent a draft report for IC

A
N

N
 P

ublic C
om

m
ent 

https://w
w

w
.icann.org/public-com

m
ents/root-ksk-2015-08-06-en 

(com
m

ent close 5
th O

ctober 2015) 

• O
ctober 

– P
repare final report 

• P
ass to the R

oot Zone M
anagem

ent P
artners w

ho then w
ill 

develop an operational plan and execute 
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• A
ll D

N
S

 resolvers that perform
 validation of D

N
S

 responses 
use a local copy of the K

S
K

 

• They w
ill need to load a new

 K
S

K
 public key and replace 

the existing trust anchor w
ith this new

 value at the 
appropriate tim

e 

• This key roll could have a public im
pact, particularly if 

D
N

S
S

E
C

-validating resolvers do not load the new
 K

S
K
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• P
ublish a new

 K
S

K
 and include it in D

N
S

K
E

Y responses 

• U
se the new

 K
S

K
 to sign the ZS

K
, as w

ell as the old K
S

K
 

signature 
– R

esolvers use old-signs-over-new
 to pick up the new

 K
S

K
, validate it 

using the old K
S

K
, and replace the local trust anchor m

aterial w
ith 

the new
 K

S
K

 

• W
ithdraw

 the old signature signed via the old K
S

K
 

• R
evoke the old K

S
K
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T
he point of no return 

T
he critical switch 

Pre-load 
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A
nd this is now

: 
– 

R
esolvers are now

 not so aggressive in searching for alternate 
validation paths w

hen validation fails 
(as long as resolvers keep their code up to date, w

hich 
everyone does – right?) 

– 
A

nd now
 w

e all support R
FC

5011 key roll processes 
– 

A
nd everyone can cope w

ith large D
N

S
 responses 

S
o all this w

ill go w
ithout a hitch 

N
obody w

ill even notice the K
S

K
 roll at the root 

Truly ruly! 
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A
nd this is now

: 
– 

R
esolvers are now

 not so aggressive in searching for alternate 
validation paths w

hen validation fails 
(as long as resolvers keep their code up to date, w

hich 
everyone does – right?) 

– 
A

nd now
 w

e all support R
FC

5011 key roll processes 
– 

A
nd everyone can cope w

ith large D
N

S
 responses 

S
o all this w

ill go w
ithout a hitch 

N
obody w

ill even notice the K
S

K
 roll at the root 

Truly R
uly! 

N
ot! 
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That resolvers w
ho validate D

N
S

 responses w
ill fail to pick up 

the new
 D

N
S

 root key autom
atically 

– i.e. they do not have code that follow
s R

FC
5011 procedures for the 

introduction of a new
 K

S
K

 

The resolvers w
ill be unable to receive the larger D

N
S

 
responses that w

ill occur during the dual signature phase of 
the rollover  
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• S
om

e D
N

S
S

E
C

 validating resolvers do not support 
R

FC
5011 

– H
ow

 m
any resolvers m

ay be affected in this w
ay? 

– H
ow

 m
any users m

ay be affected? 
– W

hat w
ill the resolvers do w

hen validation fails? 
• 

W
ill they perform

 lookup ‘thrashing’  

– W
hat w

ill users do w
hen resolvers return S

E
R

V
FA

IL? 
• 

H
ow

 m
any users w

ill redirect their query to a non-validating resolver 
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• S
om

e D
N

S
S

E
C

 validating resolvers do not support 
R

FC
5011 

– H
ow

 m
any resolvers m

ay be affected in this w
ay? 

– H
ow

 m
any users m

ay be affected? 
– W

hat w
ill the resolvers do w

hen validation fails? 
• 

W
ill they perform

 lookup ‘thrashing’  

– W
hat w

ill users do w
hen resolvers return S

E
R

V
FA

IL? 
• 

H
ow

 m
any users w

ill redirect their query to a non-validating resolver 

R
eally hard to test this in the 

wild with recursive resolvers 
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There is a LO
T of D

N
S

S
E

C
 validation out there 

– 87%
 of all queries have D

N
S

S
E

C
-O

K
 set 

– 30%
 of all D

N
S

S
E

C
-O

K
 queries attem

pt to validate the response 
– 25%

 of end users are using D
N

S
 resolvers that w

ill validate w
hat they 

are told 
– 12%

 of end users don’t believe bad validation new
s and turn to other 

non-validating resolvers w
hen validation fails. 
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e
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v
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There is very little V
6 being used out there 

– 1%
 of queries use IP

v6 as the transport protocol w
hen given a dual 

stack nam
e server 

 It seem
s that w

hen given a choice: 
B

row
sers prefer IP

v6 
R

esolvers prefer IP
v4 

 



S
o
m
e
 
O
b
s
e
r
v
a
t
i
o
n
s
 
-
 
3
 

E
C

D
S

A is viable – sort of 
– 1 in 5 clients w

ho use resolvers that validate R
S

A
-signed responses 

are unable to validate the sam
e response w

hen signed using E
C

D
S

A 
– B

ut they fail to “unsigned” rather than “invalid” so it’s a (sort of) safe 
fail 
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The larger D
N

S
 responses w

ill probably w
ork 

– The “fall back to TC
P

” w
ill rise to 6%

 of queries w
hen the response 

size get to around 1,350 octets 
– A

nd the D
N

S
 failure rate appears to rise by around 1 - 2 %

 

– B
U

T .org currently runs at 1,650 octets and nobody is scream
ing 

failure 

– S
o it w

ill probably w
ork 
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W
e can’t m

easure autom
ated key take up 

– W
e can’t see how

 m
any resolvers fail to use R

FC
5011 notices to pick 

up the new
 K

S
K

 as a Truct A
nchor in advance 

– W
e w

ill only see it via failure on key roll 



W
h
e
r
e
 
a
r
e
 
w
e
?
 

• A key roll of the R
oot Zone K

S
K

 w
ill cause som

e resolvers 
to fail: 
– R

esolvers w
ho do not pick up the new

 key in the m
anner described 

by R
FC

5011  
– R

esolvers w
ho cannot receive a D

N
S

 response of ~1,300 octets 

• M
any users w

ho use these failing resolvers w
ill just sw

itch 
over to use a non-validating resolver 

• A sm
all pool of users w

ill be affected w
ith no D

N
S

 



N
o
w
?
 

P
ublic com

m
ent: 

draft report for IC
A

N
N

 P
ublic C

om
m

ent 
https://w

w
w

.icann.org/public-com
m

ents/root-ksk-2015-08-06-en 
 C

om
m

ents close 5
th O

ctober 2015 
 P

lease read &
 com

m
ent 
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C
heck your recursive resolver config! 
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C
o
m
m
e
n
t
s
 
-
 
1
 

W
hy N

ow
? 

 W
hat is the im

perative to roll the key now
? C

ould w
e use 

m
ore tim

e to im
prove preparedness for this roll? For exam

ple, 
could w

e use further tim
e to introduce som

e explicit E
D

N
S

(0) 
signalling options in resolvers to expose R

FC
5011 capability? 
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M
easuring and Testing? 

 W
hat m

easurem
ents are planned to be undertaking during 

the key roll process? W
hat are the threshold m

etrics for 
proceeding to the next phase? W

hat is the threshold m
etric to 

proceed w
ith the revocation of the old K

S
K

? 
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t
s
 
-
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A
lgorithm

 C
hange 

 The report’s language around the potential for algorithm
 change is unclear. There 

appears to be a strong bias to retention of R
S

A as the K
S

K
 algorithm

, despite 
evidence that E

C
D

S
A is both shorter and potentially faster to com

pute. W
hilst the 

report argues for a reduced risk of large packets, it doesn’t clearly explain w
hy 

larger R
S

A
-based D

N
S

 response payloads w
ould be preferable to sm

aller E
C

D
S

A 
D

N
S

 response payloads. 
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S
cheduling 

 The report notes as a constraint that a key roll m
ust be aligned w

ith existing 
Q

uarter and 10-day periods used in existing processes. This has the potential 
consequence of scheduling the critical change in the root zone on a w

eekend, or 
on a m

ajor public holiday. W
hy? 
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C
o
m
m
e
n
t
s
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S
erialization 

 The report assum
es a single new

 K
S

K
. W

hat are the issues of introducing 2 or 
even 3 new

 K
S

K
s at this point? 
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C
o
m
m
e
n
t
s
 
-
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A
ll together all at once? 

 W
hy do all root zones flip to use the new

 K
S

K
 all at the sam

e tim
e?  

W
hy is there not a period of dual sigs over the root ZS

K
? 

W
hy not allow

 each root server to sw
itch from

 old to old+new
 to new

 using a 
staggered tim

etable? 

There m
ay be perfectly sound reasons w

hy all together all at once is a better 
option than staggered introduction, but report does not appear to provide any such 
reasons. 

  

44 


