





<. 5
3 O

D § Ay, Sl T 75 )
Y
A ~

P e b
p WA A
e DA A
WS ~»~.‘“'hn

et g S A TR0 SRR
m";ff-'\ﬂ At ?

A %{*f IRRTNY

-
» ~




Risk



Hacks



- g g

1\-“‘“1

lukl -
-

- L‘“

LHHK.H.M.W .mv.wKvan un __ Gy

AR 3 ,..a £ P 4 P v.mdﬂvu(oovbnl...c Nl o §

.
¥ I Y ..\.o..ﬂ.'-.’.\ AEAsssasaanTvarunne
138 5

4 il

)



Automation






Monitoring and Troubleshooting
Oole ttomgnkessemdaetirned and what not to do
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Myths

- Automation fixes everything
- We've fixed everything

- Doesn’t apply
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Microbursts

routerl# show int ethl8/1
Ethernetl8/1 is up
admin state 1s up, Dedicated Interface

MTU 1500 bytes, BW 10000000 Kbit, DLY 10 usec
Last link flapped 7week(s) 5day(s)

input rate 1.75 Gbps, 325.01 Kpps; output rate 2.10 Gbps, 371.97 Kpps
RX

0 jumbo packets 0 storm suppression packets
0 runts 0 giants 0 CRC 0 no buffer
0 input error 0 short frame 0 overrun 0 underrun 0 1gnored
0 watchdog 0 bad etype drop 0 bad proto drop 0 1f down drop
0 input with dribble 0 1nput discard
0 Rx pause
TX
0 jJumbo packets
0 output error 0 collision 0 deferred 0 late collision
0 lost carrier 0 no carrier 0 babble 0 output discard
0 Tx pause
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routerl# show int ethl8/1
Ethernetl8/1 is up
admin state 1s up, Dedicated Interface

MTU 1500 bytes, BW 10000000 Kbit, DLY 10 usec
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input rate 1.75 Gbps, 325.01 Kpps; output rate 2.10 Gbps, 371.97 Kpps
RX

0 jumbo packets 0 storm suppression packets
0 runts 0 giants 0 CRC 0 no buffer
0 input error 0 short frame 0 overrun 0 underrun 0 1gnored
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Microbursts

routerl# show int ethl8/1
Ethernetl8/1 is up
admin state 1s up, Dedicated Interface

MTU 1500 bytes, BW 10000000 Kbit, DLY 10 usec
Last link flapped T7week(s) 5day(s)

input rate 1.75 Gbps, 325.01 Kpps; output rate 2.10 Gbps, 371.97 Kpps
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0 lost carrier 0 no carrier 0 babble 0 output discard
0 Tx pause
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Microbursts
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Microbursts

routerl# show int ethl8/1
Ethernetl8/1 is up
admin state 1s up, Dedicated Interface

MTU 1500 bytes, BW 10000000 Kbit, DLY 10 usec
Last link flapped T7week(s) 5day(s)

input rate 1.75 Gbps, 325.01 Kpps; output rate 2.10 Gbps, 371.97 Kpps
RX

0 jJumbo packets 0 storm suppression packets
0O runts 0 giants 0 CRC 0 no buffer
0 1nput error 0 short frame 0 overrun 0 underrun 0 1gnored
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0 Rx pause
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0 lost carrier 0 no carrier 0 babble 0 output discard
0 Tx pause
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Microbursts

[root@loca'host# hping -S
HPING 192.168.0.100 (ethO

192.168.
2

len=406 1

[root@localhost]#

amai: tgebfﬂ pa

round-trip min/avg/max =

.100 ttl

100
00

192.168.0.
192.168.0.
=128 1d=1

28

B .

100
100) :
9314

S set, 40 headers + 0 data bytes

ort=0 flags=RA

(21§

g=0 win=0 rtt=0.5 ms

q= 1Nn= tt=0_5 ms
q 1 IS
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Mlcrobursts
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Microbursts - Lessons Learned

- Resolved issues
- Root Cause

- Software helps



LINK Imbalance




INK Imbalance




INK Imbalance
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INK Imbalance

t's not a [censored| tat flow!
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INK Imbalance
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Roll Hash




INK Imbalance




INK Imbalance

fml.



INK Imbalance
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Detect FBAR Roll Hash Resolved
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INK Imbalance

ZOMG! WTF!! NO,
NO, NO! &(#$&*(




INK Imbalance
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RX Window



INK Imbalance

During After

Open TCP connections
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Link Imbalance - Lessons Learned

- Resolved issues
- Root Cause

- Software helps
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Throughput (mbps)

loss effects on throughput

1000

800

600

400

200

0

RTT

A

25 —1A
200 =)

JAN

\%\4—4

0.00000% 0.00001% 0.00010% 0.00100% 0.01000% 0.10000%

Packet Loss 9%

1.00000%



Throughput (mbps)

loss effects on throughput
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Throughput (mbps)

Different algos?
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Throughput (mbps)

Different algos?
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Throughput (mbps)
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S0, wait, how does this apply to me?
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Interface Issues




Alarms Now
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Automation - One Month
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Automation - One Month
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How do | start?



NetOps Coding101
Room: Colonial
9:30a-11a
11:30a-1p



fb.com/groups/netengcode
#netengcode



