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Terminology Level-Set

« Source Routing
« Explicit definition of a packet path within the packet header by the source.
» Source Routing is a generic term, there are many methods of doing it.

« Segment Routing

« Emergent network architecture based on the distribution of label (and IPv6
segment) info in the IGP.

« Segment Routing is one specific way of doing Source Routing.

« SPRING (Source Packet Routing In NetworkinG)

« |IETF working group tasked with standardizing the architecture and protocols
associated with Segment Routing.




urce Routing — S '

scribe the path of the packet in its
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ledge about the desired patl -
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e forward in the network, put it in the acket in

s
3

. -
e high-performance i
Myrinet, SpaceWire, etc.

Ring, APPN, ANR (IBN

IPv4 — LSRR and SRRR options.
* IPv6 — Extension header of routing type.




y Concerns and Solu ions

ns and IPv6 header extensi

ected routers.
0 routing extenS|on header:

actually depreca

n IPv6 node that receives a pack z RHO extension header MUST
OT execute the algorithm specifie RHO .

ing at the SP gdge deline
eling is a common metho utlng from the SP edge

E.g. MPLS/RSVP uses EROs extensively, but operates under the operator’s sphere of control.

b



the tunnel

and tunneling.
ibing the specific path, the ou need

sert in the header
Conversely, if you don’t

d Controllers

not a new iaea, but
Every SDN has one ©

« Path calculation and path programming — on routers and on hosts.

S state is needed.

in it.
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Key Concepts:
Two Building Blocks of SPRING 307

R2 Area 0 advertisement:

Local Label 201, To 192.168.1.1 k

Local Label 203, To 192.168.1.3 A
Local Label 205, To 192.168.1.5 =. R7

R5 R6

uses a stack of labels to describe a path. The label
-RO.

R3

Every router in a
creates 1-hop LS
neighbors & adve

the IGP.

_IR;L. The IGP floods the |
Uy

205

router POPs the top label and forwards the rest.

omplishes explicit routing without signaling forwarding state.

1. Advertising Labels in the IGP* 2. Forwarding based on a stack of MPLS labels™*

* For some data-center use-cases, there are proposals to utilize BGP for the same purpose.
** There is an IPv6 data-plane proposal for SPRING, but the concepts are similar.

b



ervations:

- SPRING: Adjacency Label

Local label:201, link to Local label:302, link to
or per-LSP state on transit

R1 R2 . * No
Local label:306, link to ro That is nice.

Local label:205, link to : Th ain, if you want per-LSP stats,
R or TE, or bandwidth reservation, it is not
SO nice.

e Trivial od of forwarding
| deep label stack support
(mitigated by node-segments).

— * There are practical challenges in
R4 . R5 W imposing such deep stacks in both

- . custom and merchant silicon.

Local label:102, link to

R2 203
Local label:104, link to 307
R4 706 -
605 y y R7 IGP advertisement

;l)ay ‘ Local label:703, link to R3
oa 1 ,

Local label:502, link to

R4 IGP advertisement R2 R6 IGP advertisement . « \We almost never care to describe
Local label:401, link to R1

Local label:405, link to RS

Local label:504, link to Local label:603, link to R3

R4
Local label:506, link to

the path with such specificity

pecallabe S0 o « E.g. “loose-hop” is often sufficient.

* To send a packet to R5 along the path (R2,R3,R7,R6), R1 sends to packet to R2 with label stack = <203,307,706,605>.
* Each router determines next-hop from top label, then POPs the label.

b



SPRING: Node Label (SID)
Global Node Label Version

Node label=107

R1 o4 R2 {97 R3

See backup slide for discussion

pay pay
Assume same loa = ! loa = pay on the solution to the global label
IGP metric on " —
? 1C O —— —— loa problem.
each link |_— \
shortest —
ath to R7
P 107 107 pay | R7
pay|_, pay|_, loa
loa loa %b /

R4 —>R5 —”R6

* |n simplest version, each router advertisa@ global node label in the IGP.

» Whenever a router receives a packet with label=107, it forwards the packet (without modifying
the label) along the shortest path to R7.

* Problem: Global node label is not compatible with the local label assignment used by MPLS
protocol suite (RSVP, LDP, BGP-LU, etc.)

* In MPLS, a router decides the values of the labels that other routers use to send it traffic.
+  What if R6 has already used label=107 to advertise a FEC-label binding in LDP?



Stack “Comg
th Adjacency and Node Labe

_R2 3 Node label=107

n label stack by 1 using a —load S

R7 (and 2 more labels to get to R5). shortest
path to R7

R4

b



Other Segments You Mi

x and Anycast SIDs
perset of Node segment, have glob

s PeerAdj, PeerSet

el Binding TLV

ed to associate a label w

ode protection.

and BGP-LU enhancement work
» De-facto protocol of choice for MSDCs.
« draft-keyupate-idr-bgp-prefix-sid, draft-gredler-idr-bgplu-epe.
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ble label values

for troubleshooting
| know the label values along the w

alues, it can simply “know” them, so a few ste aved in creating

e instruction (label) that ta stination via whatever ECMP path is

e between them

, powerful, cheap.

So people thought ...
Can’t we benefit from these in our existing networks?

b



Iraft-geib-spring-oam-usecase

PRING Use-Case #

ive Data-Plane Mol g using

mal” MPLS control and data-plane
, assign and advertise the following ¢

) for each single-link interface and for ea
Adj-SID per phy: s of a AE bu

toring Server (PMS) construct arbitrary paths without creatin network

obe examples from PMS to R1
ming the Payload’s destination IP address is the P

-~
~
~~o
~
~
~
~.

~
~~o
~.

4031 504 205 102
“Traverse the ring clock-wise using the upper LAG link deterministically”

301 4031 2444 333 3042 403

“Route the probe to R4 via the shortest path (don’t care about the
direction), then exercise the upper LAG link”

b



b

ed-path R1-

7

tatic-label-switched-path R1-

R3 {
transit 1000003 {
next-hop 1.1.3.2;
pop;
3
3

e path monitoring with RSVP

.nanog.org/meetings/nanog57/presentations/Tuesday/tues.gener
an exhaustive mesh of explicitly routed RSVP
AM probes on all paths, monitor the results

\J

arators have chosen to use stati
al RSVP state

Concepts: Predictable Labels, P

SPRINGspiration #1: The Sz
Solved With RSVP (1) and Ste

gnific ditic
oring wit

Probe examples from PMS to R1

4

neighboring routers, just to

(Assuming the Payload’s destination IP address is the PMS, so the packet can return

01
1000001 1000003

“Traverse the ring clock-wise”

1000002

he network, just for OAM traffic

get around that

R3

mpls {
static-label-switched-path R2-

transit 1000001 {
next-hop 1.1.2.1;

pop;
3

tic-label-switched-path R2-

transit 1000003 {
next-hop 1.2.3.2;
pop;
3
3

1

mpts {
static-label-switched-path R3-
R1{
transit 1000001 {
next-hop 1.1.3.1;

pop;

static-label-switched-path R3-
R2 {
transit 1000002 {
next-hop 1.2.3.1;
pop;
3
}




- SPRINGspiration #2

| Con
MPLS Overlays in

p

oversy

1 Server labels are not interesting

ontroller-assigned and manages as part of th
ion

H El
ning o} 1

at we 10

s the Ingress ToR resolv
)el? Ingress ToR is usuall
ted to the Egress ToR
Using SPRING Node-SID
Upgrade to SR needed (or BGP-
oR-to-ToR RSVP/LDP mesh
» Per-LSP state is in the order of N2
tatic LSPs

» With remote next-hops

» And resolution via hop-by-hop RSVP or BGP-LU
LSPs

» Per-LSP state is in the order of N

Egress
ToR

For a good reasoning on why MPLS in the DC, see:
http://www.slideshare.net/DmitryAfanasiev1/yandex-nag201320131031

b



SPRINGspiration #2
Static LSPs With Stitching

BGP-LU:
BGP-LU: gczlrr:sgltTgEg use label
For FEC ToR3, _peemmmnnm—.

use label 299840
— (BGP-assigned)

ToR1 Config (Ingress): .y
mpls { \ \v
static-label-switched-path TOR1- —
TOR3 { ' { P ToR1 ToR3
transit 1000003 { ToR1 Forwarding: N la0e3.2.3.3
next-hop 3.3.3.3; show route table mpls.0
stitch; T
3 1000003 *[MPLS/6] 15:38:40, metric 1, m m
3 metric2 0
3 > to 1.2.3.2 via ge-0/0/1.0, Swap 299840 / m m
Customer packet MPLS label S 1000003 Ethernet

VM Egress server

Benefits

» Retain predictable label assignments for ToRs (ToR3 is always addressed with label 1003 by everyone — good for troubleshooting
Just like Node-SID from the server perspective ©

» Use existing methods of label swapping in the transit nodes (BGP-LU, RSVP, LDP)
* Yet do NOT create a full mesh of signaled LSPs between all ToRs (N2)



SPRING Use-Case #3: Egress Peer Engineering
NOT a New Idea in This Community

NANOG48 BGP Traffic Engineering Using RSVP-TE?
February 2010

“BGP-TE: Combining BGP and MPLS-TE

Tom Scholl Richard Steenbergen

" " n
to Avoid Congestion to Peers ATET Labe

nLayer Communications
<tom.scholl@att.com> <ras@nlayer.net>

* The concepts

» Create an overlay that terminates at the peering router
* It may start at the source host, or at the ingress router
» Use this overlay to
* Bypass the route lookup process at the peering router
» Override the BGP best-path selection (possibly using application performance feedback)



ngineering

R- Example EPE Overlay
) Policy

r-peer label
Poorle PoLICY
own loopback with label

For A.0/16 (first half of 111
A/8) send to P1 101

For A.128/16 (second 222

half of A/8), send to PR2,
then P4 204

t route selection For B/24, send via 222
te encapsulation for overlay PR2, then P3 203

ingress with proper For C/20, send to 222
PR1, then P2 202

ncapsulation on packets

Traffic Origination |Likely Overlay Encapsulation

Data Center MPLS over GRE (or GRE-only)

CDN Cache MPLS over MPLS

b



SPRINGspiration #3: Egres:

Same Use-Case, This Time Wi ,

Example EPE Overlay

Policy
-

For A.0/16 (first half of A/ | SP 1
8) send to P1 101

ocate per-peer
32 identifyi

For A.128/16 (second half | SP 2
of A/8), send to PR2, then
o 204

For B/24, send via LSP 2
PR2, then P3 203

For C/20, send to PR1, LSP 2
then P2 202

Same EPE policy can be constructed

Reference: draft-gredler-idr-bgplu-epe

b



# show protocols bgp
egress-te-backup-paths {
template abc {
peer 19.2.0.2;
~ ip-forward;

- SPRINGspiration #3: EF

Enhancements for E

eneration of BGP-LU r

n existing EBGP session to peer.
of defining a static route and then exporting

2mplate abcvé {

- peer 19:2::2;
peer 19:1::1;

- remote-nexthop {
::ffff:9.9.9.9;

emp ate def {
~ peer 19.1.0.1;
" remote-nexthop {

)

ext-hop se

communities to inform ingre
le-hop EBGP session
Iti-hop EBGP session

arallel multi-hop EBGP sessions to be load-ba

tection for lab

don’t want to wait for the controlle
ction options

about the nature of the label

B

group toPeer1Link1 {
egress-te; ...

3

group toPeer3Vé6 {
egress-te {

backup-path abcvé;

routers

Ordered list of backup peers iy
* Remote next-host (resolved via inet[6].3) }
« P lookup group toPeer2 {
egress-te {

backup-path def;

b



onclusions

has sparked the/imaginati

1d useful source/static routing.
G brings net-new use-cases and ber
forwarding mechanism - training, operati e least, accept f some useful features.

g networks creative operators have achieved some of the
jon thelr existing MPLS networks

oute OAM probes through every path in your network.

ave predictable “global” label assign
etween all ToRs.

gress Peer Engineering (EPE)

+ SPRING has sparked renewed interest in this existing solution, and has given us a reason re-think it and enhance it.

raditional MPLS transport without creating full LSP mesh

b



Thank You

AN
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Index = 2

SPRING: Node Label (SID)
ocal Label Ranges (SRGBs) with Global

‘ {ave
Index = 3 - Ensur

Index = 1
Label block = 100199 Label block = 100-199

Label block = 100-199

€. Index =7
A | Label block = 100-199 )
, \' ? loa

* Still

Ir cake & eat it too
interoperability

Across vendors and

implementations

With environments running
P/BGP-LU

one can configure the

same SRGB blocks on all

devices
Index = 6 * |If they allow it
ool e = otoo [ o 19S5 [y Label block = 200-299 - For a moral equivalent of
SBE BRE cbel BOc = B global labels
R4: R5:
packet destination = R7 index = receive_label - R5_label_offset = 107 - 100 = 7 (R7)
index = 7, next-hop = R5 next-hop = R6

transmit_label = (R5_label_offset + inde
=100 + 7 = 107

X

transmit_label = (R6_label_offset + index) = 200 + 7 = 20]

4




