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Background

March 2013 FCC CSRIC Il WG 6 report on Secure BGP
A Accurate Records, better measurements
G/ FdziA2dzas a0l 3SR RSLIX 2&8YWSYi
*\ 28y
It became my job to figure out how to do that at TWC

This Is not:

Al y20KSNJ aRSLX 2éAy3 whz+x Aad SI
presentation

A A presentation suggesting ROV is not deployable




Why NANOG?

This presentation is:
AhyS 3d2Qa SELISNASYyOSa (GNBAYS
AAn attempt to highlight some operational challenges for large
scale ROV deployment
PRy THEINTERNH IS A SERIES OF TUBES

I Internal stuff probably common among
big companies

I External issues, tooling

A A cat (and occasionally deghhanced
presentation

AND THEY RERUI oF cars



2 SQUJS aSSy UKAa

Rolling any new security feature out is hard
A Riskvsreward
I Compare cost of deployirtg costof doingnothing
A Cost = liability incurred, money, time, capaogig
A Have | already experienced this att&oRost? - —
iLT y202 6KIFIi1Qa (GKS NRG@ost? GKIF O L
I Howmuch risk if | wai{6,12,24Jmonths todeploy?




2 SQUJS aSSy UKAa

Rolling any new security feature out is hard
A First Mover problem
I Without tangible immediate benefit to incremental

RSLX 2eYSyiax AGQa | KIF N
A1 gain more benefit and reduce my risk by delay
deployment

ROV is only useful if deployed widely (especially in large networks),
so we need to make it easier to deploy (especially in large networks)



RPKI Route Origin Validatidihglr

Signing
AGenerate PKI certificates and signed
objects called Route Origin

Authorizations (ROAS) that link
prefix/length(s) to origin ASN(s)

APublish those certificates and objects :
In a Certificate Authority publication
point




RPKI Route Origin Validatidihglr

Validating

AStand up one or more Relying Parties

I walk the Trust Anchors to find the CA pub
points

I Ingest ROAg{ynQg, validate the crypto
I Push validation info to routers via RPKI
Router protocol

A Configure routing policy on ASBRs to
do something with that info

I Usually increase locplef on valids drop
iInvalids



Signing PrefixesHosted

Hostedc ARIN (or $RIR) as CA

AGenerate key, upload to ARIN

AUse their portal to manage ROAs

Issues:

AHave to trust a third party with your private key

Amnme: NBEAFYOG 2y wbLbQa Ay TN

APA delegations have to lpgoxiedfrom downstream customers
to ARIN

I Additional portal/API development to glue things together




ASMARTBUSINESS .

W

Signing PrefixesDelegated

Delegated; Roll your own

Alnstall Certificate Authority software,
generate keys

Ag;;\erate ROAs for all resources you wa KNOWS HIIW"%O DELEGATE
At dzof AaK ! wL F2NJ é2dzNJ /! QOB LI
Issues:

A Careful where you store your keys (not publigdachable server)
ATA can only publish one URI per publication point

Al OATE NBEAFYGO 2y !'wLbQa ¢! A




Determining What to Sign

ANeed accurate records
I What prefixes are used where? Purpostefix size(s)?
I Where are prefixes aggregated/filtered?
I Which ASN originates?

I PA customer space
A Proxy sign
I Atsupernetlevel (static)
I At subnet level (BGP)

A Delegate to customer CA
I Integration to COTS IPAM




Determining What to Sign

h NX
A Oversign and pollute the database with potentially unnecessary records

I Every ROA containing a range freapernetdown to /247? (/48)

I Every possible origin ASN
I Still have to keep track of customer prefix/ASN;H

Doing it right means:

A full-scale address audit

A automation to keep records in sync with real

A customer portal to manage delegation and
proxy signing

52Ay3 0KA& YI ydz e

Too Many Requests



WHY/,WON;T\YOU,UALIDATE ME2 |

Validating Prefixes

ADeploy servers running Relying Part -
andRPKI Routersoftware -

AUpgrade at least ASBRs to RPKI
capable code

APoint RP software at the TAs

ABuild routing policy (usually involves
LocalPref
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WHY/,WONdYOU,UALIDATE ME2 |

Validating Prefixes

Issues:

A Addingpolicyto manipulate locapref
without interfering withexistinglocalpref
policies can beomplex

I May require some logic to conditionally apply
correct valuesvhereverthe LP is sethanipulated
A LP already exists: pexisting LP ¥Yalidity = new LP
Alt R2Say Qi +&kredlLbbira givén rolit&tkpé/érigin = new LP
A2 KIGgQa |y 1'{.w gKSYy @e2dz KI @S Ydz U
I Validation status is a netmansitive community
Aadzad aA3dy !'wLb wSfteéAy3dI tI NIé ! IAND
12




Operational IssuesOwnership

A Who owns this set of boxes?
Are they:

I Security devices?

I Routing infrastructure?

I Mission Criticaapplications/servers?
Adifferent group isoften responsible for each

Conflict

Challenge:
ALT AGQa {SOdzNAGeéexX K2g YdzOK R?2

u
AAT AGQa NRdAdzUAYy3IZ K2g YdzOK R2 GKS
key management?

ALT AdQa FLWXE AOLFGAZ2Yyas R2 eé2dz KI @S
Is the answer different for CA (sign), Publication Point, and RP (validate)? .,



Operational issuesFailure model

A Current assumptionoccasional failures .
are ok because they mostly fapen

I Validation failures, other errors fall back to g=
unknown (i.eunvalidated unprotected
routes)

A Looks like incremental deployment (not
everything is participating yet)

A How do | tell the difference between broke
not deployed, and actually wrong?

A How often is too often to fail open and lose
the protection | deployed to gain?
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What you want out of the system

A Availability
I Uptime commensurate with the importance to global routing
jala f2y3 a Ad0Qa y2i R26y 6KSYy O
really a valicassumption
A Multiple parts of the system can fail independently (TA, CA pub point

A Failures resulin routes with no origin | hroke teh servr

el =
.
/ =
. . "' .- -
w» . -

validation (exposed to attagk
I Geodiverse
A not just oftsite cold standby/DR backup

i Need something better for resiliency than lead
balancers or DNS priority hacks to get around si
URI requirement

s You'll getiovarit



What you want out of the system

A Consistency
i52y Qi OKFy3aS Ky a
(atomicity)
i HardtoR2 ¢ KSyYy &2 dzQNB a
filesystemstructures instead of single files
A Scaling considerations http:// bit.ly/1wejn7f

I This i1s doosely consistent system by desig
goal is to reduce the opportunities to be
bitten by that fact of life with distributed

systems 206

Partial Content
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What you want out of the syste

AData Accuracy
I Clerical error, system compromise, legal
compulsion, fraud

I Potentially worse since it might result in
routes declared invalid and dropped Failed Dependency
A Note: Invalid ROA != Invalid route, invalid ROAs are ignored

I Bundled/hierarchical nature of certificates mean that if parentcert
Of FAYa R2y QU SyO2YLI} aa OKAfR OSN.
of its children) is invalid (see draétf-sidr-rpki-validationreconsidered)
A Makes the process for transfers between CAs fragile
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How to Fix Availability

A Support a list of URIs for TAs, CA pub potngsyne until you haveuccess

I Like DNSnore than one place to go f@a consistent answgmultiple
root servers, multipleauth serversg
A Still single copy, so no
comparison/discrepancy handling
needed

A AnycasfiTA and CA (witrsync?)

A Or ditchrsyn®@ ->
http://  bitly /LINYIWR

Network connect timeout error



How to fix- Consistency
ACA pub point RP sync

A Sync tar(s) instead of syncing files? (atomic
sync)

A Serial numbers/TTLs like DNS so that you
1Yy26 6KSY @ draa@Ninzerly

sidr-delta-protocol)

A Consistency among redundant pub poi

or TAS

I Hidden master, pushlesystemsnapshots or
repository tarsto one or more public (read
only) servers when datehanges

A Looks a lot like uploading a new DNS zone file

Not Modified
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How to fix¢ Data Accuracy

A Dependent on TA and CA Policies (CPS)

I Procedural consistency and rigor

T Authentication and Verification for
changes

A PKI bundled hierarchy is an ongoing
discussion

A Legal compulsion is an unknowrsingle
root vs. multiple, different jurisdictions

A Your idea here:

451

Unavailable For Legal Reasons
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How to Fix? ARIN

Al KIFy3aS ! wL b Qadeaibrebkers 2

I Indemnify and hold harmless
Al tITNATe OGKFEO 0KA&A AayQ
I No liability or warranty

A Change to a FOS§/le no warranty statement 4 1 2
A Besteffort SLA Precondition Failed
i Availability

I Process and infrastructure hardening to prevent fraud/clerical errors
I Notification of externally forced (LE/Judicial/Legislative) changes before they are madk

A Stoprequiringnod wLb YSYOSNAE (2 aAiriay wt!

i/ dZNNBYydG aAddzZ A2y YSI ya O Khvalidatedoutdide NE
of ARIN region

I We seem to be unigue among RIRs in enforcing such a requirement 21



ARIN- Policy

A Are the RIRs the right host point for
missioncritical applications like this?
I Resourceommitment from members
I SLA commitment to customers/members
I Experience with missiearitical hosting

I Policygovernance Not Acceptable

A RIRs often say that they do not set routing policy

I ROV can fundamentally alter traffic flow/global routing, how do we guide
implementation?

I Fix via ARIN Policy Development Process (PDP)?
A Boardwill likely seehis as contractual/operational issue, oaf scope fotthe PDP
A Already removing op®cusedstuff from NRPM (ARHR0145, ARIN2014-6) -



#includePithy words forsummary

¢RPK| ROWill succeed where others JRLRUIIHLIAALEILILLYLL
have failed because it replaces ELCHBING
complex things likemail templates
web forms, and routeconfig
with simple, easyo-understand
LJdzof AO (Sé AYyT

¢ RobSeastrom THE EASIER ITIS'TO STOP UP

memegenerator.net
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Alternatives

A ROV depends on a critical mass of deployment to provide the expected
benefit

I People signing routes to protect against origin hijacks need large networks to
drop invalid routes

I People validating routes need originators signing their routes so that they can
detect invalidones

A Sounds a lot like other recommendations that

6S YSSR GSOSNE2YyS¢ Gf
I Keep your data accurate in RADB, IRR ‘

i CAf GSNJ @2dzNJ Odzai 2 YSNA G
inbound

I draft-ietf-opsecbgp-security
I MANRSroutingmanifesto.org

See Other



Questions? Flames?

A Thanks to:
I HTTP Status Cats, HTTP Status dogs, meme sites everywhere

I RobAustein RobSeastrom MichaelAbejuela Geoff Huston, Sandy Murphy, Chris
Morrow
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